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T oday’s organizations are no longer 
constrained by traditional time 
and place barriers. Instead, in-

formation technology supports virtual 
organizations: flexible networks of in-
dependent, globally distributed entities 
(individuals or institutions) that share 
knowledge and resources and work to-
ward a common goal. Generally, the set 
of shared resources isn’t limited to com-
puting power but includes elements as 
diverse as storage, network links, data 
sets, analysis tools, sensors, and scien-
tific instruments. The sharing policies 
that govern the use of these resources 
are necessarily highly diverse, given 
that sharing must be flexible, secure, 
and controlled over time and place, 
while respecting users and purposes.

The Landscape
A number of research communi-
ties  — preeminently grid computing 
and business-management communi-
ties — have embraced the challenge of 
exploring and creating the necessary 
infrastructure to support virtual or-
ganizations. They’ve made significant 
progress over the past decade: the vir-

tual organization concept has been 
successfully realized in a growing set 
of domains ranging from collabora-
tive work in business and science, to 
aircraft engineering, to multiplayer 
games, to medical data management, to 
supply networks. The software infra-
structure enabling these deployments 
has become increasingly sophisticated, 
reliable, and scalable, and the research 
community is now better positioned to 
capture real users’ requirements. At the 
same time, the attention has shifted 
and goals have become more ambi-
tious: the early focus on providing a 
software toolkit to support the creation 
and operation of virtual organizations 
has moved to building a uniform in-
frastructure that, in addition to stand-
alone software components, includes 
services and resources (computational 
resources, intermediate data storage 
facilities, high-speed networks, and so 
on). A telling example of this shift is 
the massive set of computational re-
sources connected by optical links that 
the TeraGrid (www.teragrid.org) de-
ploys to support several virtual organi-
zations in collaborative science.
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Yet, the numerous challenges that have sty-
mied wider adoption include the heterogene-
ity of existing resource-sharing protocols, the 
complexity of policies for sharing, the limited 
availability of enforcement mechanisms, the 
incomplete support for predictable quality of 
service and dynamic membership, and the so-
cial issues that relate to contract negotiation 
or risk analysis inherent to any large-scale de-
ployment. The articles included in this special 
issue address some of these problems.

In this Issue
In “Bridging the Gap between Legal and Techni-
cal Contracts,” Alvaro Arenas and his colleagues 
discuss the gap between the legal contracts bind-
ing participating institutions and end users and 
the technical agreements that can be established 
between the virtual entities that act on their be-
half. The authors argue that legal contracts must 
translate into binding agreements at the virtual 
organization level. Supporting these agreements 
presupposes monitoring and enforcement mech-
anisms, and the virtual entities they link need 
to be traceable to real-world, accountable par-
ticipants. The authors also discuss two aspects 
technologists often neglect: risk analysis for 
contract drafting and support throughout the 
virtual organization life cycle, from the identi-
fication of objectives and participants to the ter-
mination of the virtual organization.

A factor heavily impacting virtual organi-
zations’ current deployment is their integration 
with existing tools and operating environments. 
Existing grid toolkits generally follow a meta-
computer design and are built as an integration 
layer that aggregates largely unmodified, op-
erational systems. This approach often involves 
complex usage semantics and poses difficult 
integration questions with respect to bridg-
ing heterogeneous security and access-control 
mechanisms, auditing, and reconciling between 
local and virtual organization-level resource 
allocation policies. 

In “Virtual Organization Support within a 
Grid-Wide Operating System,” Massimo Coppola 
and his colleagues break with the metacomput-
er model and study the minimal functionality 
required at the operating system level to sup-
port resource aggregation. Key to the proposed 
approach is a layered system design and the 
reuse of authentication mechanisms avail-
able with existing operating systems for vir-

tual organization support. In the long term, 
the debate that the authors initiate could lead 
to community-wide agreement on the set of 
primitive services that resources participating 
in a virtual organization should natively offer. 
This step is essential for simplifying virtual 
organization deployment and operations, thus 
widening adoption, and, in effect, is a natu-
ral step in networked systems evolution: once 
a function becomes widely adopted and its in-
terfaces stabilize, it’s either incorporated in the 
the middleware layer or outsourced to an infra-
structure utility. 

Providing adequate and predictable quality 
of service is a challenging problem for all net-
worked services, not just virtual organizations. 
Given services’ complexity and their dynamic 
nature afforded by on-the-fly service composi-

tion, even planning an adequate initial service 
deployment is difficult. Today’s services often 
suffer from an inadequate ability to react and, 
once in operation, a burst of load can quickly 
lead to unacceptable performance degradation. 
In “Provisioning for Dynamic Instantiation of 
Community Services,” Li Qi and his colleagues 
address exactly these challenges in the techno-
logical context of the Web Services Resource 
Framework and the Globus Toolkit. They present 
an architecture and preliminary experiments 
that demonstrate the ability to dynamically 
provision resources at various levels of aggre-
gation, from single-node services to virtual or-
ganizations spanning multiple sites.

T hese three articles represent only a sample 
from the broad range of ongoing research re-

lated to virtual organizations. Despite remark-
able progress, significant human and hardware 
resources must be allocated to  support each vir-
tual organization deployment. The large numbers 
of functionally independent services that must 

Despite remarkable progress, significant 
human and hardware resources must 
be allocated to  support each virtual 
organization deployment.
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be deployed, configured, and reliably maintained 
require complex expertise and significant re-
sources. As our understanding of usage scenar-
ios matures and as standardization efforts, such 
as those led by the Global Grid Forum, gather 
traction, a uniform infrastructure that supports 
virtual organizations will emerge the same way 
today’s utilities have emerged from a host of dis-
parate and often competing efforts. 

What we find most compelling about the 
virtual organization concept is that it shines 
a spotlight on the people-oriented — and in a 
broad sense, business-like — interactions that 
occur in open environments, whether the ex-
plicit goal be a traditional business deal in 
which each party seeks financial benefit or re-
source sharing among autonomous yet coop-
erating stakeholders seeking only to advance 
science. We believe that, increasingly, virtual 
organizations will be the way we understand, 
model, build, and administer large-scale com-
puting systems.�
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