
 
 
1. Introduction  
 

Good security metrics are required to make good 
decisions about how to design security counter-
measures, to choose between alternative security 
architectures, and to improve security during 
operations. Therefore, in essence, measurement can be 
viewed as a decision aid. The lack of sound and 
practical security metrics is severely hampering 
progress in the development of secure systems. 

Our Cyberspace Security Econometrics System 
(CSES) provides the following advantages over 
traditional measurement systems: (1) CSES accounts 
for the variances that exist among different 
stakeholders of the same system. Different 
stakeholders will typically attach different stakes to the 
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same requirement or service (e.g., a service may be 
provided by an information technology system or 
process control system, etc.). (2) For a given 
stakeholder, CSES accounts for the variance that may 
exist among the stakes one attaches to meeting each 
requirement. The same stakeholder may attach 
different stakes to satisfying different requirements 
within the overall system specification. (3) For a given 
compound specification (e.g., combination(s) of 
commercial off the shelf software and/or hardware), 
CSES accounts for the variance that may exist among 
the levels of verification and validation (i.e., 
certification) performed on the various components of 
the specification. In other words, the certification 
activity may produce higher levels of assurance across 
different components of the specification than others.  

The relations between value based quantitative 
systems, risk assessment and other cyberspace research 
and applications areas is well founded [1-3]. These 
relations, characterized by CSES, are unavoidably 
involved with software and information system product 
and process technology, and their interaction with 
human values. CSES's rationale is strongly empirical, 
but includes new concepts in need of stronger theory. 
CSES uses risk considerations to balance information 
assurance discipline and flexibility, and to answer 
other key “how much is enough?” questions [4]. CSES 
will help to illuminate information technology policy 
decisions by identifying the quantitative and qualitative 
sources of cost and value associated with candidate 
decisions. In this paper we introduce the basis, 
objectives and capabilities for the CSES including 
inputs/outputs and the basic structural and 
mathematical underpinnings. 
 
1.1. Qualities of Security Metrics 
 

Some qualities of a good metric include: (1) ability 
to measure the right thing (e.g., supports the decisions 
that need to be made), (2) quantifiable (e.g., damages 
in dollars of profit loss), (3) capability to be measured 
precisely and accurately, (4) ability to be validated 
against ground truth, and (5) confidence level one has 
in the assertions made within the framework of the 















The formula identified in section 2.4 can be used to 
compute IC. We can estimate the benefit gained by 
stakeholder S during time period t by computing the 
difference between the mean failure cost with the 
current component and the mean failure cost (hopefully 
lower) with the validated component. 
 
5. Summary 
 

The CSES follows a defined process. The initial 
inputs (1) organization mission (and components 
thereof), (2) value of its objectives and assets if 
uninterrupted, and (3) the components of the enterprise 
system that support each mission component, are 
determined by stakeholders. 

The customer, with assistance from SMEs, defines 
the criteria of a quantitative value of an asset. For 
example, the criteria may include: 
• Financial basis (e.g., operational cost of downtime 

per unit of time defined with hardware/software 
costs, HVAC, staffing, etc versus profit); which is 
the quantitative measurement to be used within the 
CSES.  

• Federal Information Security Management Act 
(FISMA) of 2002, customer derived value of 
assets per NIST 800-60, and/or FIPS 199/200 
(February 2004, Standards for Security 
Categorization of Federal Information and 
Information Systems) dictated requirements. 

• Customer defined requirements; acceptable and 
unacceptable impact levels against the value 
related to IA tenets of confidentiality, availability 
and integrity may also be examined in further 
program contract options to supplement the 
prototype. 

The CSES process proceeds in three steps 
(Generation of Stakes Matrix, Dependency Matrix, and 
Threat Matrix). CSES encompasses not only failure 
costs but also mitigation costs, specifically verification 
costs. CSES provides: 
• A framework for measuring the appropriate 

attributes that support the decisions necessary to 
(1) design security countermeasures, (2) choose 
between alternative security architectures, (3) 
respond to events such as intrusions or attacks and 
(4) improve security (including reliability and 
safety) during both design and operational phases. 

• A comprehensive basis for choosing courses of 
action that have the highest risk reduction return 
on investment, i.e., reduce the most risks for the 
lowest cost. 

The basis of CSES stems from and is consistent 
with the spirit of Value Based Software Engineering. 
CSES comprehends the different organizational 

mission needs for all stakeholders, including reliability 
and safety. CSES identifies information assurance 
controls and mitigation costs as an investment toward 
assuring mission success. 
 
6. Future Work  
 

Our future plans will draw from our experience to 
provide a good example of a system with credible and 
distinct stakeholders, a rich security requirements 
structure (i.e., set of), a non-trivial architecture with 
intertwined security components and functional 
(processing) components as well as a rich catalog of 
families of threats. 
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