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Abstract— When it became known that quantum computers
could break the RSA (named for its creators — Rivest, Shamir,
and Adleman) encryption algorithm within a polynomial-time,
quantum cryptography began to be actively studied. Other
classical cryptographic algorithms are only secure when
malicious users do not have computational power enough to
break security within a practical amount of time. Recently, many
quantum authentication protocols sharing quantum entangled
particles between communicators have been proposed, providing
unconditional security. An issue caused by sharing quantum
entangled particles is that it may not be simple to apply these
protocols to authenticate a specific user in a group of many users.
We propose an authentication protocol using quantum
superposition states instead of quantum entangled particles. Our
protocol can be implemented with the current technologies we
introduce in this paper.
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L INTRODUCTION

Computer networks are always threatened by malicious
users. For example, someone who is not authorized reads an
important message deliberately. A message may also be
modified with intent to annoy. If someone masquerades as a
sender, a receiver cannot be sure that the origin of the message
is authentic. Therefore, cryptography plays a significant role
in computer networks.

Encryption schemes assure senders of the confidentiality
of communication. A sender (Alice) encrypts a message
(plain text) with a key that is shared with a receiver (Bob) and
sends it to Bob. Bob decrypts the message with the key. Even
if an eavesdropper (Eve) intercepts it, she cannot read the
encrypted message (cipher text) without the key. However, it
is not an easy task to share the secret keys between Alice and
Bob prior to the communication because Alice cannot send a
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secret key to Bob by an open channel to the public. Thus, key
distribution must be done by some other scheme.

A more important task to be done prior to communication
is the authentication that guarantees that the origin of the
message is genuine because, if a malicious user masquerades
as a legitimate user, the key distribution schemes and
encryption schemes will be easily compromised. In the
authentication scheme, a sender registers secret information as
his identification code in the receiver’s database prior to the
communication. Then showing the secret information, a
sender proves himself to be a legitimate person. Using an
authentication protocol, a receiver can verify that the sender is
a legitimate user before the connection is established.

As mentioned above, cryptography is widely diffused
throughout computer networks. A significant problem is that
most practical algorithms utilized in cryptography rely on
computational complexity. In other words, these algorithms
are only secure when malicious users do not have
computational power enough to break security within a
practical amount of time

Since it became known that a quantum computer could
break the RSA encryption algorithm within a polynomial-time
[1], quantum cryptography has been actively studied to
circumvent the above problem in classical cryptography. The
difference between quantum cryptography and classical
cryptography is the physical resource for data transmission.
Quantum cryptography uses particles, instead of electrical
signals used in classical computers, and utilizes quantum
mechanical properties such as the no-cloning theorem and
quantum entangled states. The no-cloning theorem says that
replication of an arbitrary quantum state is not possible [2][3].
A quantum entangled state is a correlated state between two
particles such that the result of a measurement on one particle
affects the state of the other particle that is physically
separated from the measured particle [4]. In general, photons
are used as the media. For example, the BB84 protocol [5]
(which is the most famous and thoroughly researched quantum
key distribution (QKD) protocol that has been implemented in
a practical application [6]), uses polarized photons. Alice
sends polarized photons, referenced to one of two different
orthogonal base sets (i.e., {horizontal, wvertical} or
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{ +45,—45 }), and Bob observes the received photon,

randomly choosing one of the two bases. After a certain
amount of data is transmitted, Alice and Bob determine which
data bits should be discarded by exchanging information about
the bases they used for polarizations and measurements using
a classical channel. They keep the rest of the data bits after
sifting as the key for cryptography.

Similar to the QKD, a quantum authentication scheme can
also provide unconditional security. Many quantum
authentication protocols have been proposed recently. In most
of these protocols, quantum entangled states are shared prior
to the communication, as will be shown in the next section.
An issue caused by sharing quantum-entangled particles is that
it may not be easy to apply these protocols to authenticate a
specific user in a group of many users, which is the most
practical use for authentication protocols. If the entangled
particles must be shared prior to the communication, each
party must share the same number of entangled particles as the
other parties. When the number of parties is increased to
hundreds, thousands or more, it is no longer easy for the
authenticator to maintain such a large number of entangled
particles.

In this paper, we propose a two-party authentication
protocol that utilizes quantum superposition states instead of
sharing quantum entangled states. We will also show that
these superposition states can be realized by current
technologies. A multiple-party authentication protocol (not
mentioned in this paper) can be made as an extension of two-
party protocol for practical use.

This paper is organized as follows. Previously developed
quantum authentication protocols are introduced in the next
section and in section 3 our authentication protocol is
proposed. Finally, conclusions are presented in section 4.

II.  EXISTING QUANTUM AUTHENTICATION
PROTOCOL

Recently, many quantum authentication protocols have
been proposed and a formal definition of quantum
authentication has been introduced [7]. Some protocols use
classical cryptography with QKD. For instance, Dusek [§]
proposed a secure quantum identification scheme where the
BB84 QKD is used to share an identification sequence (IS)
triad as common secret information. After Alice and Bob
share these secret codes, they use a classical channel. First,
Alice sends the first IS of the triad to Bob and he verifies it.
Second, Bob sends the second IS of the triad to Alice and she
verifies it. Finally, Alice repeats the first step and Bob verifies
that the sender is Alice. In this protocol, an additional
authentication is required because the BB84 needs an
authentication before the parties start communication. Kuhn
[9] proposed an authentication scheme that is a combination of
QKD and classical cryptography. This scheme assumes that a
trusted server shares a secret key with Alice and Bob
separately (i.e., the trusted server has two secret keys) and that
authentication between each party and the server is made by a
classical authentication protocol. First, Alice sends a request
to the server. Then the trusted server sends a stream of
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authentication bits that is one half of a pair of entangled
photons and the classically encrypted information in order to
measure the bits without error. To authenticate her identity to
Bob, Alice sends a portion of the authentication bits to Bob.
The rest of the authentication bits can be used as a session
key. The advantage of this scheme is that the trusted server
cannot know the session keys. However, since the protocol
relies on classical cryptography, it is a conditionally secure
protocol.

Most of the other proposed authentication schemes ([10],
[11], [12], [13], [14], [15], [16]) utilize quantum-entangled
states. For example, Curty [15] proposes an authentication
scheme sharing one-qubit key between the communication
partners. Initially, Alice and Bob share a two-qubit maximally

entangled state: |l//>AB =%(|01>AB —|10>AB) . Each

owns one half of the entangled qubits. When Alice needs to

send a one-bit message |W> , she performs a unitary operation
TorU, on |l//> depending on her shared key qubit. Then

Alice sends it to Bob. Bob also operates with I or U 2 on the

received qubit depending on his shared key qubit. Then, Bob
decodes the message. If he received a certified message, he is
confident about the authenticity of the message and the sender.
Zeng [16] uses a trusted center to help the legitimate users
obtain the sharing message. The trusted center sets up a
quantum channel between Alice and the center, and between
Bob and the center. The center generates the same two
entangled pairs and sends one half of each of the entangled
pairs to Alice and to Bob, respectively. The center keeps the
rest of each entangled pair. Similar to BB84, Alice and Bob
measure their particles with a randomly chosen base
(horizontal-vertical or diagonally polarized).  Then, only
Alice and Bob exchange information about which base they
used for measurements in order to share a session key so that
the trusted center cannot know the session keys. In this
protocol, both authentication and QKD are implemented.

1L PROPOSED AUTHENTICATION
PROTOCOL

In this section, the proposed quantum authentication
protocol is explained in details.

A. General

1) Encoding by polarization of photons

We use only a horizontal-vertical polarization base for
encoding and measuring a sequence of polarized photons
(Figure 1). Here, “polarized photon” means a very short pulse
of polarized light, each pulse containing a single photon. The
vertically polarized photon represents zero in a binary
representation. The horizontally polarized photon represents
one. In our protocol, all transmitted polarized photons are
encrypted before the transmission, as shown in next section.
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Figure 1: Horizontal-vertical polarization base.

2) Encryption and decryption by rotation of polarized
photons
In order to prevent malicious parties from reading and
copying the transmitted photon, the sender makes each
polarized photon a superposition of a horizontally polarized
state and a vertically polarized state by rotating its polarization
by a certain angle (Figure 2). A sender and a receiver share a

set of randomly chosen angles 6, (i =1,2,3,..., n, for n -bit

message) prior to the communication.

(a) (b)

Figure 2: A randomly chosen angle used as a secret key.

In our protocols, we define the shared set of angles as a
secret key K and the rotation operation as encryption (i.e., a
process of disguising to hide its substance) with a secret key
K. Let Ex[M] be an encryption of data M. Then, in order to
read the disguised photons correctly, the receiver must rotate

the transmitted photon by the angle 6l. in the opposite

direction of what the sender rotated. We define this operation
as decryption with the secret key K in our protocol. Let us
Dg[M] be a decryption of data M. These operations can be
represented mathematically as shown below.

A polarized data particle is represented as a vector

for the binary bit information ‘0’ or ‘1’ respectively. Rotating
by & can be represented as follows:

cos@ sinéd
R(O) = ) )
—sin@ cosé
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For example, if the data qubit is |l//> = |0> . A sender
(Alice) encrypts the data qubit |l//> with 8, . (6, is

randomly chosen and is shared between Alice and Bob prior to
the communication.)

~ [ cos@, sind, |1
|‘//1>_R(9A)|0>_ —sin@, cosé, || 0
(22 Yoo -sne
A

Alice sends the superposition states | l//1> to a receiver (Bob).
Before Bob measures the received photon, he needs to
rotate the received photon by @, in the opposite direction of

what Alice rotated. The decryption (rotating by —& ',) can be
represented as follows:

cos(—6,) sin(-6,) cosd,

R(- 49A)'|‘//1>: —sin(-8,) cos(-6,)

—sin@,
2 s a2
cos” @, +sin" 6,

sin@,-cos@, —cos@,-sinf,

The main advantage of this encryption/decryption scheme
is that a receiver doesn’t have to decrypt a cipher text in the
same order as encrypted with different secret keys. For
instance, even if Alice encrypts a message with K; and then
encrypts it with K,, Bob can decrypt the cipher text with K,
and then decrypt it with K.

3) An example of experimental realization and
measurement of photons

The photon is linearly polarized by a polarizing apparatus,
which is called linear polarizer, and the direction can be
determined by the orientation of the polarizer. In order to
rotate the polarized photon, the photon is passed through a
Faraday effect modulator (i.e., Faraday rotator [17]). The
rotation angle is controlled by the strength of the magnetic

field parallel to the light beam as shown in Figure 3.

The output polarization from the faraday rotator is rotated
by the angle @. The state of the photon is represented as

|l//> = COS@-|0>—Sin9-|1>. Since this is a superposition
state of: |O> and |l> , when we measure the state with a

horizontal-vertical polarization base, both |0> and |1> will be

obtained with a certain probability. In quantum mechanics,
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the coefficients of the vectors are called probability
amplitudes and the square of the probability amplitude
indicates the probability of finding the photon in that state.
For instance, when the angle is 30 degrees, the state of the
photon is represented by

A
Modulating .4 e -
Voltage \P
Nf
N
AN
H ~
)) ) ))) \\ 2
\.
Faraday Rotator

Linear Polarizer

Figure 3: An Example of an experimental realization.

) =cos30-{0)~sin30-1) = L2 |o) - L),

Therefore, if we measure this photon with a horizontal-vertical

polarization base, we will obtain |0> with the probability

(?)2 =% and |1) with the probability (—%)2 :%. In

other words, the measurement result depends on the angle &.
Likewise, when the angle is zero, we will always obtain |0>
in the above example. When the angle is 90 degrees, we will
find the photon to be in the state |1> with the probability 1,
theoretically.

4) Security analysis of the encryption by rotation of
polarized photon
The security of this encryption relies on the no-cloning
theorem, a quantum mechanical property that says that no one
can make a copy of any unknown non-orthogonal state.
Hence, by transmitting data as a superposition of states, no
one can make a copy of the transmitted data without errors.
Intercept/resend attack and beam splitting attacks are not
possible against our authentication protocol as shown below.

a) Intercept/resend attack

Let us assume that an eavesdropper (Eve) intercepts the
transmitted photons from Alice. After a measurement of the
photon, Eve resends it to Bob. This attack cannot break our
authentication scheme because she cannot obtain the original
state without knowing the rotation angle. For example, let us

assume Alice transmits a quantum state|l//> that is |l> with

rotation by 6 =45 degrees

|W>=%(| 0>+|1>) ). If Eve intercepted the state |I//>,

(i.e., represented as
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which was unknown to Eve, and measured it in a horizontal-
vertical polarization base, Eve will get zero or one with a

probability of 50%. In our protocol, the angles &, for each bit

are chosen randomly. Therefore, Eve will get zero or one
randomly on the average when she measures the sequence of
polarized photons. Half of Eve’s measured data may be

correct because |l//> is |0> or |1> anyway. If Eve resends the

measured results to Bob, the transmission error rate (incorrect
data/all data) will rise to 50 %. Thus, we can easily detect the
existence of an eavesdropper.

If Eve can make a lot of copies of the transmitted photon,
she can try to find the secret angle by measuring each copied
photon with a measurement base rotated by a different angle.
However, this operation is impossible because the no-cloning
theorem forbids copying unknown states without errors.

b) Beam-splitting attack

It is not easy to build a single photon source with current
technologies. As a matter of fact, in general, the light pulse
called as a single photon in the laboratory is not a pure single-
photon state (i.e., zero, one or multiple photons in the same
state.) Therefore, the following attack is possible against
BB84 [18]. First, Eve collects a fraction of the multiple
photons by putting a beam-splitter in the path between Alice
and Bob. Then, Eve measures the collected photons without
being detected by Bob. She can read the transmitted data from
Alice with an error rate of 50%. Moreover, if Eve can store the
collected photon until Alice and Bob announce their
measurement bases, Eve can read all the collected photons
without errors. Similar to the passive attack in classical
cryptography, it is not easy to detect this attack if the loss in
the intensity of the transmitted light pulse is very small.

This attack is not possible against our authentication
protocol. Although Eve can collect a fraction of the
transmitted photons without being detected by Bob, it is still
very difficult to find the secret angle from a couple of
transmitted photons because the rotation angles are chosen
randomly and will never be disclosed in public. Also, since
the secret keys are used only once or used with session secret
keys, the angles found by Eve will no longer be useful after
the transmission.

B. Two-Party Authentication Protocol

In this protocol, we use a classical channel and a quantum
channel. Let us assume that Bob needs to verify the origin of
the message from Alice and that Alice and Bob share a secret

key Ka (i.e., a set of rotation angles, 6, ) prior to the

communication.

1. Alice sends a request message with her name to Bob by
a classical channel.

2. Bob generates a random number Rz and encodes it as
polarized photons in a horizontal-vertical base.

3. Bob generates a session key K.
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4. Bob encrypts the polarized photons using the session
key Ks. (i.e., rotation by 6,)

5. Bob encrypts the already encrypted polarized photons,
Ek [R3] using the shared key Ka. (i.e., rotation by Hf )

6. Bob sends Ex,[Ex[R3z]] to Alice by a quantum channel.

7. Alice decrypts the photons using the shared key Ka.
(i.e., rotation by —6,)

8. Alice sends the result Eg[Rp] to Bob by a quantum
channel.

9. Bob decrypts the photons Eg,[Rz] using the session key
Ks. (i.e., rotation by —6,)

10. Bob verifies the decrypted message Dy, Ex[R3] and the
original random number Rjp. If they are same, Alice is
authenticated.

11. The session key Ks and R are discarded.
Figure 4 shows the two-party authentication protocol.

Alice Bob

3,4: Bob generates Ks and Rb

I: Request by a classical channel

6: Ey,[Ex [R:]]

A

8: E[R;]

v

11: Bob discards Ks and Rb

Figure 4: Two-party authentication protocol.

In this protocol, the session key Ks has a vital role. If the
protocol does not have steps 3, 4 and 9, the transmitted
polarized photon from Alice at step 8 is one of the orthogonal
states. Therefore, an intercept/resend attack is possible. Eve
can make a copy of the data without being detected by Bob.
This is a significant security risk because, in general, random
numbers are created by a pseudo-random algorithm. Eve may
find the algorithm and can masquerade as Alice without
knowing the shared key. Since not only Eve but also Alice
does not know the session key Ks, Alice has no way to know
the contents of the received photons. This will prevent
potential security risks. (e.g., a passive cheating [19] by Alice:
she follows the protocol, but tries to acquire information that
she is not supposed to have). Needless to say, if this protocol
uses only one shared key, the scheme itself becomes much
simpler. However, the secret key will be reused repeatedly
and Alice and Bob have to renew the shared key frequently to
reduce the probability that Eve finds the key by observing the
channel, although Bob can detect Eve’s eavesdropping by
checking the error rates as mentioned previously.

4. Conclusion

We have proposed a two-party authentication protocol for a
simple authentication case (our multi-party authentication
protocol will be discussed in a future paper). To hide
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transmitted data from unauthorized users, this protocol uses
quantum superpositioned states instead of quantum entangled
states (similar to other quantum authentication protocols).
Remember, to authenticate a specific user (the most common
use of authentication protocols) within a group of many using
quantum entangled states is a difficult problem. Our protocol
works well under the assumption that both parties already
share a secret key (Ka). Furthermore, we showed that the
superposition states can be realized using current technologies
(e.g., linear polarizers and Faraday rotators).
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