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code in the receiver's database prior to the
Abstract communication. Then, by showing the secret
When it became known that quantum computers coulénformation to the receiver, the sender proves his
break the RSA (named for its creators — RivestnSha legitimacy. Using an authentication protocol, eeteer

and Adleman) encryption algorithm within a an verl_fy that the s_ender is a legitimate useoigethe
polynomial-time, quantum cryptography began to beconnection is established. _

actively studied. Other classical ~cryptographic A Simple authentication scheme can be implemented
algorithms are only secure when malicious usersato by utilizing a symmetric key encryption algorithnin
have sufficient computational power to break seguri Such a scheme, a sender (Alice) and a receiver)(Bob
within a practical amount of time. Recently, manyShare a secret key for the encryption algorithrorpio
quantum authentication protocols sharing quantunih® communication. Alice sends Bob an encrypted
entangled particles between communicators have bedRessage that includes a nonce (e.g., timestamp, a
proposed, providing unconditional security. An issu Séguence number) and the identifier of the receiver
caused by sharing quantum entangled particlesatsith Since Bob believes that the key is shared only eetw
may not be simple to apply these protocols tOAI!ce and himself, he can deduce that the sender is
authenticate a specific user in a group of manysuse Alice [1]. ~ When the number of users to be
An authentication  protocol  using  quantum authenticated is large, a trusted third party megdnto
superposition states instead of quantum entangleB® introduced in the network because it is not fimalc
particles is proposed. The random number sharefPr €ach user to keep secret keys for each ondasga
between a sender and a receiver can be used fgHmber of users. _ _ _
classical encryption after the authentication has A significant problem is that the security of dasl
succeeded. The proposed protocol can be implement@thentication protocols, in general, relies on the

with the current technologies we introduce in thisComputational complexity of solving mathematical
paper. problems utilized in the cryptographic scheme otimer

words, these algorithms are only secure when noailéci
Keywords:  Authentication, Encryption,  Photon, users do not have enough computational power takbre
Polarization, Quantum cryptography, Superposition  Security within a practical amount of time.

states. Since it became known that a quantum computer
could break the RSA encryption algorithm within a
1. Introduction polynomial-time [2], quantum cryptography has been

actively studied to circumvent the above problem in
One of the essential tasks to be done prior telassical cryptography. The difference between
communication is the authentication that guaranteequantum cryptography and classical cryptograpttiias
that the origin of the message is genuine becafise, physical resource for data transmission. Quantum
malicious user masquerades as a legitimate user, tleryptography uses particles, instead of electsignals
key distribution schemes and encryption schemes camsed in classical computers, and utilizes quantum

be easily compromised. In an authentication sch@me mechanical properties such as the no-cloning timeore
sender registers secret information as his ideatiin  and quantum entangled states.



The no-cloning theorem says that replication of arauthentication protocol is proposed in section 4.
arbitrary quantum state is not possible [3][4]. A Finally, conclusions are presented in section 5.
guantum entangled state is a correlated state batwe
two particles such that the result of a measureroant 2 Existing Quantum Authentication
one particle affects the state of the other partibht is

. . Protocol
physically separated from the measured particle [B]
general, photons are used as the media. For ezampRecently, many quantum authentication protocolshav
the BB84 protocol [6] (which is the most famous andbeen proposed and a formal definition of quantum
thoroughly researched quantum key distribution (QKD authentication has been introduced [9]. Some pui$o
protocol that has been implemented in a practicalise classical cryptography with QKD. For instance,
application [7]), uses polarized photons. Aliceade DuSek [10] proposed a secure quantum identification
polarized photons, referenced to one of two difiere scheme where the BB84 QKD is used to share an
orthogonal base sets (i.e., {horizontal, vertical} { identification sequence (IS) triad as common secret
+45,- 45)), and Bob observes the received photon,information. After Alice and Bob share these secre
randomly choosing one of the two bases. After #£0des, they use a classical channel. First, Ateeds
certain amount of data is transmitted, Alice anchBo the first1S of the triad to Bob and he verifies3econd,
determine which data bits should be discarded by3oP sends the second IS of the triad to Alice amal s

exchanging information about the bases they used fo’erifies it. Finally, Alice repeats the first stepd Bob
polarizations and measurements using a classic€rifies that the sender is Alice. In this protbcan
channel. They keep the rest of the data bits affting ~ @dditional authentication is required because tB84

as the key for cryptography. needs an authentication before the parties start
Although the QKD scheme provides unbreakablecommunication. o _
security, it still requires an authentication prior the Kuhn [11] proposed an authentication scheme that i

communication  [8]. Thus, many quantum & pombination of QKD and classical cryptography.
authentication protocols have been proposed recentl This scheme assumes that a trusted server shares a
In most of these protocols, quantum entangledstate  Secret key with Alice and Bob separately (i.e., the
shared prior to the communication, as will be shawn trusted server has two secret keys) and that
the next section. An issue caused by sharing goant authentication between each party and the server is
entangled particles is that it may not be easypilya made by a classical authentication protocol. Fibte
these protocols to authenticate a specific usargroup ~ S€Nds a request to the server. Then, the trusteerse

of many users, which is the most practical use foS€Nnds a stream of authentication bits that is affeoha
authentication protocols. If the entangled paetiahust ~ Pair of entangled photons and the classically grtedy

be shared prior to the communication, each partgtmuy information in order to measure the bits withouber
share the same number of entangled particles as tH& authenticate her identity to Bob, Alice sends a
other parties. When the number of parties is mmee  Portion of the authentication bits to Bob. Thetref

to hundreds, thousands or more, it is no longey &as the authentication bits can be used as a sessipn ke
the authenticator to maintain such a large number ol "€ advantage of this scheme is that the trustetise

entangled particles. does not know the session keys. However, since the

In this paper, a two-party authentication protocolProtocol relies on classical cryptography, it is a
that utilizes quantum superposition states insted conditionally secure protocol. o
sharing quantum entangled states is proposed. The Most of the other proposed authentication schemes
random number shared between a sender and a necei%€t2]; [13], [14], [15], [16], [17], [18]) utilizequantum-
can be used for classical encryption after theentangled states. For example, Curty [17] propases
authentication has succeeded. Therefore, ouuthentication scheme sharing one-qubit key between
authentication protocols can perform both a usefhe communication partners. Initially, Alice and!B
authentication and a key distribution during thenea Share a two-qubit maximally —entangled state:

session. It will be also shown that these supetiposi _ 1 _
states can be realized by current technologies. AmAB \/§(|0]>AB |1O>AB ). Each owns one half of

multiple-party authentication protocol (not mengon the entangled qubits. When Alice needs to sendea o

in this paper) can be made as an extension of Botyp messagey), she performs a unitary operatioror
protocol for practical use.

This paper is organized as follows. PreviouslyU, on |¢) depending on her shared key qubit. Then

developed quantum authentication protocols argyjice sends it to Bob. Bob also operates wittor U]
introduced in the next section. A proposed encoypti on the received qubit depending on his shared key

scheme is introduced in section 3, and a two—part)éubit Then, Bob decodes the message. If hevetei



a certified message, he is confident about the3.2 Encryption by rotation of polarized photon
authenticity of the message and the sender.

Zeng [18] uses a trusted center to help the hagit
users obtain the sharing message. The centerajeser

In order to prevent malicious parties from readamgl
copying the transmitted photon, the sender makels ea

the same two entangled pairs and sends one ha#abf polar?zed photon a superp(_)sition of a horizontally
of the entangled pairs to Alice and to Bob, respebt. polar_lze(_j state. an_d a vert|cally polanzeq state by
The center keeps the rest of each entangled pait?(.)tatIng Its polarlzat_lon by a certain angle (Fga@). A
Similar to BB84, Alice and Bob measure their paesc sender and a receiver _sha_re a set of randomly shose
with a randomly chosen base (horizontal-vertical Orangles prior to communicating.

diagonally polarized). Then, only Alice and Bob
exchange information about which base they used fa
measurements in order to share a session key tsthéha
trusted center does not know the session keyshisn
protocol, both authentication and QKD are
implemented. However, the trusted center has toset
a quantum channel between Alice and the center, ar

between Bob and the center, prior to the R . b
communication. (a) Horizontally polarized (b) Rotation anghk
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3. Quantum Commutative Encryption Figure 2: Randomly chosen angle used as a seoret ke
In this section, the proposed encryption scheme irse In our protocols, we define the shared set of angle
the proposed authentication protocol is introduged (a different angle for each bit) as a secret key
detail. K={8:0<8 <m i=1,2,3,..n} for an n-bit

message, where the subscript indicates the position
the message where the encryption with the afigie

Only a horizontal-vertical polarization base for applied. We also define the rotation operation as
encoding and measuring a sequence of polarizegncryption (i.e., a process of disguising to hite i
photons (Figure 1) is used in this scheme. Heregriginal polarization). LeEx[M] be an encryption of
“polarized photon” means a very short pulse ofdataM with a secret ke. Then, in order to read the
polarized light, each pulse containing a singletpho  disquised photons correctly, the receiver mustectze
The horizontally polarized photon represents zer@ i received photon by the angl@ in the opposite
binary representation. The vertically polarized toho girection of what the sender rotated. We define thi

represents one. The states of a horizontally an eration as decryption. LBX[M] be a decryption of
vertically polarized photon can be represented aagtaM with the sei?et kéjﬂ. T[he]se operatio)r/g can be
vectors: [0)=(1 0)' and|1)=(0 1), respectively. represented mathematically as shown below.

3.1 Encoding by polarization of photons

In our protocol, all transmitted polarized photcare In the following discussion, without losing
encrypted before the transmission, as shown iméixe ~ generality, we can assume that a mesddges a single
section. photon encoded aM :|¢,)=|0) for simplicity. By

using the Jones matrix representation, the rotation
operation can be represented by the following matri

RO) :[ cosd sirﬁ].

-siné co¥Y
A sender encrypts the data qulgit,) with 6,. (6, is
randomly chosen and is shared between a sendex and
receiver prior to the communication.)

)=Io) )1 £ [M]=R6,) |0>:( s Ci':j)[é]
-si
(a) Horizontally polarized (b) Vertically polarized A A
coséd .
Figure 1: Horizontal-vertical polarization base. = (—siné/; ] = COSG,, [FQ— Sirg, [l] ;1= |¢/1>
A

The sender sends the superposition st{a,u;% to a



receiver. the state with a horizontal-vertical polarizatioasb,
Before the receiver measures the received photomither |o> or |1> will be obtained with a certain

he needs to rotate the received photonéhyin the probability. In quantum mechanics, the coefficseat

opposite direction of the senders rotation. Thisthe vectors are called probability amplitudes ahel t

decryption can be represented as follows: square of the probability amplitude indicates the
R(= 6,) ) probability of finding the photon in that state.orF

. . instance, when the angle is 30 degrees, the stdteeo
= COSCOx)  SiNCO, ) [ COBa photon is represented by
-sin(-6,) costf, ) | - sirg,

0)= cossa - sinag =2 -3 ):
:[ CoS’ G + sirf 5, j:[lj =|0) . Therefore, if we measure this photon with a horiabn
sing, [0, — cog Osifl, ) |0 vertical polarization base, we will obtdB) with the
The main advantage of this encryption/decryption \/7
scheme is that a receiver does not have to deeryptprobab|||ty (= ) _3 and |1> with the probability
cipher text in the same order as encrypted witteidift 4

secret keys. For instance, even if Alice encrypts a_1., In other words. the measurement result
message with; and then encrypts it witk,, Bob can ( ) a4’ '

decrypt the cipher text wit,; and then decrypt it with depends on the ang®. Likewise, when the angle is

Ks. il al btaif0) in the ab |
Also, an exclusive-OR (XOR) operation can be Zero, we wilt always o a||LD> N the above example,

performed on the plaintext in the encrypted statdheoretically. When the angle is 90 degrees, wie wi
without decrypting it. Rotating the encrypted photiy ~ find the photon to be in the stafd) with the
90 degree changes the plaintext, logic-one to fagi®  probability 1.

or logic-zero to logic-one. [19]

3.3 An example of experimental realization and 3.4 Security analysis of the encryption by
measur ement of photons rotation of polarized photon

The photon is linearly polarized by a polarizing The security of this encryption relies on the norihg
apparatus called linear polarizer and the directan  theorem, a quantum mechanical property that sats th
be determined by the orientation of the polarizem no one can make a copy of any unknown non-
order to rotate the polarized photon, the photon igrthogonal state. Hence, by transmitting data as a
passed through a Faraday effect modulator (i.esuperposition of state, no one can make a copef t
Faraday rotator [20]). The rotation angle is coltéd  transmitted data without errors.  Also, when a
by the strength of the magnetic field paralleltte tight  superposition state is measured (with a horizontal-
beam as shown in Figure 3. vertical base in this scheme), the result will e of

N two orthogonal states (i.e.|,0> or |1> ) and no

Modulating K ‘9 : . . . . .
Voltage information regarding the rotation angle is lefiThus,

intercept/resend attack and beam-splitting attaeknat

)))})}]} W possible against the proposed authentication pobtx

shown below.

Faraday Rotator 3.4.1 Intercept/resend attack

Let us assume that an eavesdropper (Eve) intarcept
transmitted photon from Alice. After a
Figure 3: An Example of an experimental realization measurement of the photon, Eve resends it to Baiis
attack cannot break our authentication scheme Becau
The output polarization from the Faraday rotasor i she cannot obtain the original state without knaatime
rotated by the angléd. When the input state is rotation angle. For example, let us assume Alice

[@)=]0), the state of the output photon is representetransmits a quantum sta#) that is|1) with rotation
as R(O)[0) =coff Q- sidf 1. Since this is a by § =45 degrees (i.e., represented as
superposition state or()) and|1>, when we measure

Linear Polarizer
the



1 ) the plaintext is known to Eve. Thus, no informatio
%) ‘$(|0>+|]>))' If Eve intercepted the stal),  that can be known to Eve should not be encrypted wi

which was unknown to Eve, and measured it in aQCE when the encryption key is reused. On the

horizontal-vertical polarization base, Eve will gegro contrary, when the plaintext is an unknown randam b

. . 0 sequence, there is no chance that the encryptign ke
or one with a proba_blllty of 50%. In our protoctie will be uncovered by Eve [19].
anglesd, for each bit are chosen randomly. Therefore,

Eve will get zero or one randomly on the averagemwh 4, Two-Party Authentication Protocol
she measures the sequence of polarized photonse Si

half of Eve’'s measured data may be correct becausgq protocol description

|¢/> IS |O>or |1> anyway, if Eve resends the measuredA classical channel is used only to request an

results to Bob,.thg transmission error rate (in_mirr authentication before the authentication proceagsst
data/all data) will rise to 50 %. Thus, we canilgas The authentication scheme itself does not require a

detect the existence of an eavesdropper. classical channel.
Let us assume that Bob needs to verify the origin
3.4.2 Beam-splitting attack of the message from Alice and that Alice and Bodrsh

It is not easy to build a single photon source with® secret keyK_ :{_9“ 0 ng <71=1,2,3,..n} prior to
current technologies. As a matter of fact, in gahe the communication. Figure 4 shows the two-party
the light pulse called a single photon in the labory is ~ @uthentication protocol.
not a pure single-photon state (i.e., zero, omautiple
photons in the same state.) Therefore, the follgwi .
attack is possible against BB84 [21]. ~ Alice 2: E[R,] Bob

First, Eve collects a fraction of the multiple piygs 1 lice generates Ry ———————
by putting a beam-splitter in the path between&hnd 4: E [ELIR,]]
Bob. Then, Eve measures the collected photon: D
without being detected by Bob. She can read the
transmitted data from Alice with an error rate 60&
Moreover, if Eve can store the collected photonsl un
Alice and Bob disclose their measurement bases, Eve  Figure 4: Two-Party Authentication Protocol.
can read all the collected photons without errors.
Similar to the passive attack in classical crypapdy, The numbers in Figure 4 correspond to each step in
it is not easy to detect this attack if the losstlie  the protocol described below.
intensity of the transmitted light pulse is veryadim

This attack is not possible against our authetitina
protocol. Although Eve can collect a fraction ofth
transmitted photons without being detected by Bois,  photons. |¢/RA> :|¢,RA‘1> D|¢IRA,2>D O |¢,RA ‘n>, where
still very difficult to find the secret angle fromncouple
of transmitted photons because the rotation argles |¢/RAJ> is either |0> or |1> and the symbol T’
chosen randomly and will never be disclosed in igubl

3: Bob obtained Ry.
and generates Rp and K.
5,6: R ® £ [R,]
7 E, [Ry ®R,]
—> 8: Bobobtained Ry ® Rg.

1) After Bob’s authentication request, Alice generates
an n-bit random numbeR, and encodes it into n

represents a tensor product. The subscripgt’ *
indicates the random bit generated by Alice. The
second subscript (i.e.) shows the position of the bit

If Eve can make many copies of the transmitted@hot in a message (i.eRy). Alice encrypts|¢/R > with K.
she can try to find the secret angle by measurau e )

copied photon with a measurement base rotated by
different angle. However, the no-cloning theorem _
forbids copying unknown states without errors. éast, E[RJ =R&) EII'”RA1> UR&) EII”RA ,2> -
Eve can intercept a large number of transmittedqoi®o O R(Hn)[llﬂa n>.

without being detected if she collects a smalltfoacof v

transmitted photons at a time and spends a longger ;

of time so that the transmission error rate caliethe 2) Alice sendsE[R,] to Bob.
interceptions does not increase noticeably. Tiksae,
can utilize a statistic with a large amount of the
measurement results with the collected photons. Bgbtaining Ry from Alice. Bob generates an n-bit
using this method, the rotation angle can be fouhdn random number R, and a session key

3.4.3 Other possible attack

The resulting state can be written as

3) Bob decryptsg,[R,] and measureld/RA>, thus



Ks={8:0<8 <mi=123,..n}. He encryptsR, 8) Bob decryptsE, [R; O R,] withKs

with bothK andKs.
B [Ex[Rel] D [Ex [Rs ORI

’ ' =R(-6) R(F) Ry ORy 1) [
= R(8) R6) §, ,) DRE) RE) Dy, )0 RI=€0) R( H,)q;fﬂ >> .
2 2 Rg OR, .2
-~ ORE)RE,) W, ) ~ORCE)RE) W, o)
The subscriptRg' indicates the random bit generated - 0 0.0
by Bob. The second subscript (i.ei’) ‘shows the _|wRBDRA’1> |wRBDRA'2> |wRBDRA’n>
position of the bit in a message (i.eg) R =W, ok,

4) He sendsE [E[Ry]] to Alice. The result of Bob’s measurement P’%DRJ is

5) Alice decryptsE,_[E,[Rg]] with the keyK. supposed to be the sequence of the classical Dbit
R, OR,. Bob verifies the resulting sequence by
D [E [Ex[ Rell] performing an XOR operation between the resulting

classical bit sequence ar, If the result of the

=R(6)RE)R®) [IMRE '1> D XORing isRg, the authentication succeeded. Otherwise,

R(-6,) [R(6,) (R(6,) EIM 2> 0. he aborts the session. Also, after this sessidngeAind
Fo Bob share a random numb®&,, that can be used as a
OR(-6,)R(E,) R(E,) EI:U’RBJ‘> session key for other secure communication.

= R(@) EIMRB ,1> O R(@,) EIMRB ,2> 0.0 R(BQ)EIMRB n> 4.2. Security of the Two-Party Authentication
= B¢ [Re] Protocol

In order to design a secure protocol utilizing the
‘Quantum Commutative Encryption (QCE), two critical
conditions must be always satisfied as introduaed i
section 3.4.3: (i) No malicious user knows thentéxt,

6) By using the technique introduced in Section 3.2
Alice performs an exclusive-OR (XOR) operation
betweerR, and E,_[R;] without decrypting it.

Ry DE, [R] _(ii) The s_tateﬁO} and|1) appear randomly at each bit
} ! in the plaintext.
=R(@) (R(&) [II/JRB ,1>D R(¢,) (R(G)) [Il//pﬁ ,2>D In the proposed protocol, these two conditions (i)
, and (ii) are clearly satisfied. Since the plainseixt this
.0 R(%)ER(Hn)[Il”RE,n> protocol are random numbemr;, R,,R, O R, , data
=R(€) EIl”RADRB,1>D R(&,) EIJWRADRB,2>D bits |0) and |1) appear randomly in the plaintexts.
O R(gr:)l:l:u’RADRB,n> AIso,. since these numbers were generated during the
session and a new session requires new random
=E [R.OR] numbers, malicious users cannot know these plamtex

Since it is assumed that the shared keyis
distributed prior to the authentication, if the dam
number Ry is also shared, the authentication is
subscript (i.e., ‘") shows the position of the it a  completed in step 3 because only Alice and Bob know
message (i.e., /) The symbol 0’ indicates a bit- the shared key. However, it violates the condiign
wise XOR operation. If Alice sendsE,[R,] repeatedly, the replay attack is
possible because Eve can regenerate the sameastate
E([R,] after she has collected a large number of
intercepted photons though she cannot exactly know
whatK andR, are. ThusRa should be used only for
the session as a plaintext and the protocol regjsieps
3 through 8.

If Eve intercepts E, [E([Rg]] in step 4 and

where ¢ ={0 for R,; =0, %T forR,; =1}, where the

7) Alice sendsE, _[R; U'R,] to Bob.

resends her photons with arbitrary states to Aidie
has to blindly decrypt the photon inserted by Eve.



However, since the decrypted bits are also XORdd wi
a random numbeR,, whatever Eve encoded into her

and adds one to the received random nurfbérhen,
she encrypts it and sends;[R+1] to Bob. Bob

photons and sent to Alice, the plaintext in thegecrypts it and verifies the result.

transmitted photons from Alice in step 7 is still a
As a result, Eve cannot find the
encryption key even if she can collect an unlimited
number of the photons from Alice during steps 4

random number.

through 7.
Also, Eve’s intercept/resend attack between step
and 4 is useless.

instead. However, regardlessly what Eve resends
Bob, E, [E/[Rg]] will not be changed. Since Bob will

blindly decrypt the received photons witl, the
resulting photons are in superposition states aoiofsB

After step 2, Eve may intercept
photons from Alice and send her photons to Bob
t

Alice E[R] Bob

A

> Ey[R+1]

Eigure 5: Simplified Authentication Protocol withOR.

Although this is simpler than the one introduced
earlier, Eve has a chance to find the encryptiop ke
because this scheme violates condition (i). Eve can

measurement results in generating a random numbggseang all|0>s instead of E,[R] and Alice blindly

that Eve cannot predict and will never know. As a

result, the authentication will fail in step 8.

While the shared keK is used to authenticate a
user’s identity, the session keé{s, also has a vital role.
If the data is not encrypted wits (i.e., E, [E([R;]]

become£, [R;].) ., the transmitted polarized photon

from Alice in step 7 will be in one of the orthogdn
states. Consequently, Eve can reRd0 R, without

any problem. Also, if Eve intercep&, [R;] in step 4
and resends photons with arbitrary states (e.Ig[O)a:t),

she could uncover the secret Ke\if given sufficient
time to collect a large number of intercepted phsto
Thus, the transmitted photons need to be encrypitd
Ks

Note that the encryption scheme used in thi

protocol can not be replaced with the one-time pad!

encryption scheme [22]. Apparently, if the onedim
pad is used, the replay attack is possible. Sineedan
make a copy of,[R,] (i.e., KOR,) in step 2 and
use it in step 5 and 6, Eve can impersonate Alicéhe
proposed authentication protocol, it is not physica
possible for Eve to make a copy &, [R,] because of

the No-cloning theorem. If Eve tries to re&][R,],

she gets a random sequence of bits (as the rdsii o
measurement), which is useless for the step 5 and
Even if Eve can keep the stai[R,] and resend it

later, she has to generag [R; O R,] for step 7 in

order to be authenticated as Alice. It is not fbsgor
Eve to do so without knowing bokg andR,. Thus, the

replay attack is not possible against the proposed

protocol.

Needless to say, if this protocol uses only one

encryption key (i.e., only shared key), the schéedf

becomes much simpler, as shown in Figure 5. Bol?4]

generates a random numiseand encrypts it with a key,
K. Then, Bob send&,[R] to Alice. Alice decrypts it

decrypts withK and sends them to Bob. Eve can
intercept and measure all corresponding photons to
identify the key (i.e. rotation angles) if givenffizient
time to collect the intercepted photons.

5. Conclusion

We have proposed a two-party authentication prdtoco
for a simple authentication case (our multi-party
authentication protocol will be discussed in a fatu
paper). To hide transmitted data from unauthorized
users, this protocol uses quantum superpositiotaess
instead of quantum entangled states (similar teroth
quantum authentication protocols). Remember, to
authenticate a specific user (the most common fise o

Qauthentication protocols) within a group of manyngs

uantum entangled states is a difficult problemr Ou
protocol works well using only one quantum channel
within the protocol under the assumption that both
parties already share a secret keyK). After the
authentication has succeeded, the random number
shared between a sender and a receiver g.ecan be
used as a session key for classical encryption.
Furthermore, we showed that the superposition state
can be realized using current technologies (erpat
polarizers and Faraday rotators).
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