Systems Engineering

0 Designing, implementing and
Installing systems which include
hardware, software and people
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Objectives

0 To introduce concepts of system engineering to
software engineers

0 To discuss system engineering difficulties

0 To describe the system procurement and system
engineering processes
0 Todiscussrdiability in asystem context
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Topics covered
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Systems and their environment
System procurement

The system engineering process
System architecture modelling
Human factors

System reliability engineering
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What is a system?

O

A set of inter-related components working
together towards some common objective. The
system may include software, mechanical,
electrical and electronic hardware and be operated
by people.

System components ar e dependent on other
system components

The properties and behaviour of system
components are inextricably inter-mingled
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Problems of sysems engineering

0 Large systemsare usually designed to solve
‘wicked' problems

0 Systemsengineering requires agreat deal of
co-ordination across disciplines

Almost infinite possibilities for design trade-offs across
components

Mutual distrust and lack of understanding across engineering
disciplines
0 Systems must be designed to last many years
in achanging environment
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Software and systems engineering

0 Proportion of softwarein systemsisincreasing.
Software-driven general purpose electronicsis
replacing specia-purpose systems

0 Problems of systems engineering are smilar to
problems of software engineering

0 Softwareis (unfortunately) seen as a problem
In systems engineering. Many large system
projects have been delayed because of software
problems
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Systems and thar environment

0 Systemsare not independent but exist in an
environment

0 System’sfunction may beto changeits
environment

0 Environment affects the functioning of the system
e.g. system may require electrical supply from its
environment

0 Organizationa as well as physical environment
may be important
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System hierarchies

Town

Street

Building

Heating Power Water
system | system | system

Security | Lighting Waste
system | system | system
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System procurement

0 Acquiring asystem for an organization to meet
some need

0 Some system specification and architectural design
is usually necessary before procurement

* You need a spedfication to let acontract for system devel gpment

The spedfication may alow you to buy acommercial off-the-
shelf (COTS) system. Almast always cheaper than developing a
system from scratch
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Contractors and sub-contractors

0 The procurement of large hardware/software
systemsis usually based around some principal
contractor

0 Sub-contracts are issued to other suppliersto
supply parts of the system

0 Customer communi cates with the principal
contractor and does not deal directly with sub-
contractors
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Contractor/Sub-contractor modd

System
customer

Principal
contractor

‘ Sub-contractor 1. ‘ Sub-contractor 2. ‘ Sub-contractor 3.
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The system procurement process

Off-the-shelf
system available

Adapt Choose Issue request Choose
requirements system for bids supplier
Survey market for
existing systems
Issue request Negotiate Let contract for

to tender contract development
Bespoke system

required
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The system engineering process

0 Inevitably involves engineers from different
disciplines who must work together

*  Much scope for misunderstanding here. Different disciplines use
adifferent vocabuary and much negotiation is required.
Engineersmay have personal agendas to fulfil

0 Usuadly follows a‘waterfall’ model because of the
need for parallel development of different parts of

the system

» Little scope for iteration between phases because hardware
changes are very expensive. Software may have to compensate
for hardware problems
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The system engineering process
System
decommissioning
System
evolution
Sub-system System
development installation
System

integration

Requirements
definition
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Inter-disciplinary involvement

Software
engineering

Mechanical
engineering engineering

ATC systems User interface
engineering design

C.:'V'I I E'e.c”'c"?" Architecture
engineering I ‘ engineering I I
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Electronic

Structural
engineering

System requirements definition

0 Threetypes of requirement defined at this stage

» Coarse-granfunctiona requirements System functions are
defined in an abdract way

e System properties Non-fundional requirements for the systemin
general are defined

» Undesirable characteristics Unacoeptable system behaviour is
specified
0 Should aso define overal organisational
objectives for the system
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System objectives

0 Functional objectives

» Toprovideafireand intruder alarm system for the building
which will provide internal and external warning of fire or
unauthorized intrusion

0 Organisational objectives
*  Toensurethat thenormal functioning of work carried out in the

buildingis not serioudly disrupted by events such as fire and
unauthorized intrusion
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System requirements problems

0 Changing as the system is being specified
0 Must anticipate har dware/communications
developments over the lifetime of the system

0 Hard to define non-functional requirements
(particularly) without an impression of
component structure of the system.
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The system design process

Partition Define sub-syste
requirements

interfaces
|dentify Specify sub-systery
sub-systems functionality

Assign requirements
to sub-systems
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The system design process

O Partition requirements
*  Organise requirements into related groups

O ldentify sub-systems

e ldentify aset of sub-systems which collectively can meet the
system requirements

0 Assign requirements to sub-systems
e Causes paticular problemswhen COTS are integrated

Specify sub-system functionality

0 Define sub-system interfaces
e Criticd activity for parallel sub-system devel opment

©lan Sommerville 1995 Software Engineering, 5th edition. Chapter 2 Slide20




System design problems

0 Requirements partitioning to hardware,
software and human components may involve a
lot of negotiation

0 Difficult design problems are often assumed to be
readily solved using software

0 Hardware platforms may be inappropriate for
software requirements so software must
compensate for this
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Sub-system devel opment

0 Typically paralle projects developing the
hardware, software and communications

0 May involve some COTS procurement
Lack of communication across implementation
teams

0 Bureaucratic and dow mechanism for
proposing system changes means that the
development schedule may be extended because
of the need for rework
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System integration

O

The process of putting hardware, software and
people together to make a system

Should be tackled incrementally so that sub-
systems are integrated one a atime

Interface problems between sub-systems are
usually found at this stage

0 May be problems with uncoordinated deliveries
of system components
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System installation

Environmenta assumptions may be incorrect

May be human resistance to the introduction of
anew system

System may have to coexist with aternative
systems for some time

May be physical installation problems (e.g.
cabling problems)
Operator training hasto be identified
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System operation

Will bring unforeseen requirementsto light

Users may use the system in away whichis
not anticipated by system designers

0 May reved problemsin the interaction with
other systems
e Physica problemsof incompatibility
» Dataconversion problems
* Increased operator error rate because of incond stent interfaces
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System evolution

0 Large systems have along lifetime. They must
evolve to meet changi ng requirements

0 Evolutionisinherently costly

»  Changesmust beanalysed from atechnical and business
perspective

*  Sub-systemsinteract so unanticipaed problems canarise

* Thereisrarely arationalefor original design decisons

e System gructureis corrupted as changes aremade to it

0 Existing systems which must be maintained are
caled legacy systems
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System decommissioning

0 Taking the system out of service after its useful
lifetime
0 May require removal of materials (e.g. dangerous
chemicals) which pollute the environment
Should be planned for inthe system design by encapsulation

0 May require data to be restructured and converted
to be used in some other system
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System architecture modelling

0 Anarchitectura model presents an abstract view
of the sub-systems making up a system

0 May include major i nformation flows between
sub-systems

0 Usualy presented as a block diagram

0 May identify different types of functional
component in the model
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info. system
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Activity logging

ATC system
architecture

II Controller

consoles
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System functional components

O o o 4o o d
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Sensor components
Actuator components
Computation components
Communication components
Co-ordination components
Interface components
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System components

O Sensor components

*  Collectinformation from the system’'s environment e.g. radarsin
an air traffic control system

0 Actuator components

»  Cause some changein the system’s environment e.g. valvesina
process control system which increase or decrease maerial flow

inapipe
U Computati on components

»  Carry out some computations on aninput to produce an output
e.g. afloating point processor in a computer system
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System components

0 Communication components

* Allow system componentsto communicate with each other e.g.
network linking distributed computers

0 Co-ordination components

»  Co-ordinate theinteractions of other system components e.g.
scheduler in ared-time system

O Interface components

* Fadilitate the interactionsof other system components e.g.
operator interface

0 All components are now usually software
controlled
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Intruder alarm system

Movement
sensors

Siren
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Door
Sensors

Alarm
controller

External
control centrg

\Voice

Telephone
synthesizer

caller
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Component types in alarm system

0 Sensor

*  Movement sensor, door sensor
0 Actuator

e Siren

0 Communication
* Teephonecaller

0 Co-ordination
e Alarm controller

0 Interface
* Voiceg/nthesizer
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Human factors

0 All systems have human users and areused in a
socia and organisational context

0 An appropriate user interfaceis essential for
effective system operation

0 Human factors are often the most important factor
in determining the success or otherwise of a
system
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Other human factors

0 Changesto work processesin the system’'s
environment
* May beresisted by usersif jobs arelost
0 De-skilling of users
* May beresented by professionals
0 Changes to organisation power structure
*  Managersdon't like to lose control
0 Work changes
»  Some changes to work practice may be unacceptable
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System reliability engineering

0 Because of component inter-dependencies,
faults can be propagated through the system

0 System failures often occur because of
unforeseen inter-rel ationships between
components

0 Itisprobably impossibleto anticipate al
possible component relationships

0 Softwarereiability measures may give afalse
picture of the system reliability
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Reliability assessment

0 Hasto beformulated at asystemslevel and not
just at a software levd

0 Hardware engineers have good (but limited)
reliability models and can't understand the
problems of software reliability

0 Operational profile depends on the way in
which the systemis used.
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System resilience

0 What degree of resilience should be built into
the system to allow for component availability?

0 What components need be duplicated to
ensure adequate service

0 What alternative ways of providing aservice
can be devisad
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Interface engineering

0 User interface determines what system facilities
are used. If theinterface to some facilitiesis
better than others, they will be more heavily
used

0 Some reliability problems are actually user
interface problems

0 User interfaces should be designed to minimise
operator error
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User interface engineering problems

0 What isamistake?

0 How can these mistakes be iminated?

»  Error avaidance - don't alow the operator to do something
that isincorrect

Error detection - detect an incorrect action and report it to
the operator

0 What degree of operator over-riding should be
alowed?
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Conclusion

0 Systemsengineering ishard! There will never be
an easy answer to the problems of complex
system devel opment

0 Software engineers do not have all the answers
but are often better at taking a systems
viewpoint

0 Disciplines need to recognise each others
strengths and actively rather than reluctantly
cooperate in the systems engineering process
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Key points

O

System engineering involves input from arange
of disciplines

COTS systems are cheapest. However, most large
systems require some tailored sub-systems
Software may act as ‘glue’ between COTS
systems from different suppliers

Systems engineering processis usualy awaterfall
model
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Key points

0 System architectural models should show major

sub-systems and inter-connections. They are
usually described using block diagrams

System component types are sensor, actuator,
computation, co-ordination, communication and
interface

System reliability depends on hardware, software
and operator reliability

©lan Sommerville 1995 Software Engineering, 5th edition. Chapter 2 Side44




