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Mission and Objectives

e The CS&IIR and IOC conduct basic and applied research to develop
leading-edge end-to-end integrated core capabilities and solutions to:

- Influence, disrupt, corrupt, or deny adversaries the opportunity to exploit
friendly information systems for their own purpose;

- Providing the advanced technologies necessary to protect, defend, and
preserve friendly information systems with timely, accurate, and relevant
information access and real-time situation awareness.

* Discover, evaluate, and understand existing and emerging threat;

 Advance the state-of-the-art in detection, deterrence, mitigation, and
destruction of the threats;

e Protect our data from insider threats and external attacks;

 Ensure the continuing security, survivability, and dependability of our
national critical infrastructure.
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Research Staff

« CS&IIR and IOC staff consist currently of 15
organic and 7 matrix staff.
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CS&IIR/IOC ORNL EXxpertise

System

of Systems

* Frameworks
e System Architectures

: * Intrusion e Integration of Systems
* Algorithms Detection e Cyber Strategy & Tactics
* Agents e OS Security e Vulnerability Assessmen
* Fusers . e Standards e Threat Assessment
* Knowledge Discovery  Large Scale Simulation
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Focus Areas

e Situational Awareness: Knowing the current state of the network.
Current Attacks. Source of Attacks, Goal of Attacks.

* Insider Threats: How to identify/detect and protect the network
from insider attacks.

 Data Protection: How to protect sensitive data from insider
corruption and exfiltration.

e Software Assurance: How to assure software do not contain
malicious and sleeper codes.

* Response: The ability to rapidly respond at machine speed. This
iIncludes network reconfiguration, set filters, move software
sensors and probes all bounded by policy requirements.
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Dimensions of Security Factors

Vulnerability

Criticality . | Threat
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Emerging and Evolving Cyber Threats Require
Sophisticated Response and Protection Capabilities

* Advanced Algorithms * Data and Identity Integrity and
 Cyber Attack Detection and Protection

Machine Speed Response

— Distributed Intrusion
Detection and Attack
Containment (DIDAC) for
Organizational Cyber Security

— Distributed Zero-Day Attack
Detection
* Cyber Security Management
(CSM) Framework R

e Stand-off Brain Scan
Authentication and Identification
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Preventing Ex-Filtration and
Corruption of Stored Data

Protection of Data (Secure,
Trusted, Protected Information
Sharing)

— Digital Watermarking & Trace

back
SNORT Plus
Keystroke Biometric
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ORNL Partners in New NSF
Science & Technology Center

TRWST

Team for Research in Ubiquitous Secure Technology

Welcome to the Trust Website home about people publications calendar

Trust Center Partners

Industrial Partners
Cisco Systems
Hewlett Packard
IBM
Intel

The Team for Research in Ubiquitous Secure
ol asdiors Technology (TRUST) is devoted to the
i development of a new science and technology
S that will radically transform the ability of
organizations (software vendors, operators,

Academic Partner Institutions

Carnegie Mellon Carnegie Mellon University - . .
St S local and federal agencies) to design, build,

MILLS Mills College and operate trustworthy information systems

lsa'ﬂJ"f“S‘f‘f San Jose State University fO Four Cr | t| C al | n fraS t ru Ct ure.
Q}\.\\HHC«HH(;I Smith College

STANFORD

UNIVERSITY

Stanford University

Bcrl\‘c'cy University of California. Berkeley

[NT| YANDERBILY Vanderbilt University

Academic Partner Research Centers

= CITRIS Center for Information Technology Research in the Interests of Society (CITRIS)
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IﬂF MATION TRUST INSTITUTE

University of lllinois at Urbana-Champaign

 Design & Validation of Trustworthy Systems
— Trust — a holistic combination of security, correctness, dependability, privacy, and survivability

— Building and Validating Trustworthy Systems, Software, and Networks from the ground up
Assessment-Driven Design for Trust

 Combining University, Industry, & Government Expertise
— Campus-Wide Effort
— National, State, and Industry Funding
— Taking Application-centric approach; close industry-academic partnerships
— Including Research, Education, and Workforce Development

Real-world Inputs | Information Trust Institute Outcomes
Problem I Application -specific

identification research & development I Deployment
q Education/Workforce Dev.

Education/Workforce Dev.
Honeywell, GE, OSI, ORNL... i B

Education/Workforce Dev.
Trusted System

HP, SUN, ORACLE, CISCO

Generic Generic Skilled & knowledgeable workforce >
Architectural | Validation &

Constructs | Design Tools | New technology spin-offs, new services>
Workforce Development New trust-based reworked COTS prod@
I L]
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NSF Cyber Trust Center: Cyber Infrastructure for
Power

Address technical challenges motivated By developing science in
by power grid problems in

Ubiquitous exposed Secure and Reliable
infrastructure Computing Base

Real-time data Trustworthy infrastructure for
monitoring and control m\\ data collection and control

Wide area information ; YX;grer_nAart?c?nTlrElj(itr\:va?] r;gy

coordination and :
Information sharing > h
“ﬁ Quantitative Validation
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Current CS&IIR/IOC Projects

Situation Awareness
- ICETECH-IAVA Compliance Enabling Technology
e Data Protection
- Digital Watermarking & Trace back and anomaly Detection
* Insider Threat Detection & Mitigation
- SNORT Plus
e DHS Cyber Threat Assessments
-Cyber Security Management (CSM) Framework
e DHS Motivation & Intent Thrust
- PsyGAPS (Predicting Terrorist Strategies and Target Selection)
o Steganography
 Weigh-in-Motion
 Mobile Automated Distributed Support System (MADSS)
* Integrated Safety and Security Enforcement Information System
 |dentification and Monitoring of Radiation In Commerce Shipments
e Trusted Corridor
OAK RIDGE NATIONAL LABORATORY
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Situational Awareness Framework Issues

* Ability to integrate applications from multiple sources into a single
system. Eliminates stovepipes and allows best of breed integration.

* Real-Time Operation
— Reduce time to complete task by Parallel/Distributed Operation

e Scalability

* High Security Architecture

* Collaboratory Environment

* Recoverability/Regeneration

e Synchronous Operation

* Minimizing network bandwidth utilized for Cyber Security.

 QOperates in a mobile ad hoc network environment.
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IAVA Compliance Enabling Technology
(ICETECH)

Goal: Large Scale Situation
Awareness and Information
Assurance Vulnerability
Assessment (IAVA).

Teamed effort with EigenSoft.

Tightly coupled agent framework
to monitor and control network.

— Map the topology in near real-
time including all hidden
machines.

— Assess vulnerabilities.
— Patch vulnerabilities.

Current Sponsor: Joint U.S.
STRATCOM and DISA effort.

Demonstration Site: U.S. Army CIEEERNEE
Space Command, Colorado
Springs, CO.
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Threat Assessments

* Electric power generation, transmission, and distribution
* Oil and gas pipelines
* Water treatment and distribution

* Transportation systems

* Refineries

\\\\\\\\
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Next-Generation Validation and Response Tools
for Critical Protection Mechanisms

 Large-Scale Cyber Security and
Network Test Bed

— Software Verification and
Validation

— Vulnerability Assessments
* Software Assurance - ///'9“ = o
. Software Reliability /' rii=y =
* |AVA Compliance Enabling 4. H

Technology (ICETECH) : — \

- 'vo '_‘-'T-Y-"’ ‘
- 1
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Intrusion Prevention, Detection, and Response
at the Granular Level
(SNORT Plus, CSM)

* Multi-Level Evidence Based
Intrusion Detection System
Using Bayesian Network to
Detect Insider Threats (SNORT
Plus)

* Threat Assessment Risk
Analysis (TARA) Management
Framework — Algorithm and Tool
for Threat/Vulnerability
assessment and risk analyses
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Nonlinear Analysis of Complex Time-Serial Data

100

SN Wil il

EEG (AU)
O

Projects: ool 3-s of scalp brain wave |
i ) d . data
* Forewarning of Epileptic Seizures o ‘
from Scalp Brain Waves =l e W
: N, ~ |
* Forewarning of Heart Attacks and ° ARV | | |

Fainting from Surface Heart Waves

- Detection of Sepsis from Surface AN M AN
Heart Waves ) | |

[C))

* Detection of Increasing Breathing
Difficulty from Chest Sounds

* Forewarning of Failure in Motors
and Motor-Driven Components

Recent Publications: o 20 I S T

L.M. Hively and V.A. Protopopescu, “Advanced Physiological Monitoring of FCS
Soldiers,” Proc. Int’l. Soldier Sys. Conf. (Boston, MA) 13-16 Dec. 2004.

L.M. Hively and V.A. Protopopescu, “Advanced Physiological Monitoring of FCS
Soldiers,” Proc. 24th Army Sci. Conf. (Orlando, FL) 29 Nov- 2 Dec 2004.

L.M. Hively and V.A. Protopopescu, “Machine Failure Forewarning via Phase-Space
Dissimilarity Measures,” Chaos 14 (June 2004) 408-419.



Domestic Integrated Inter-modal Safety & Security Monitoring Pilot
Program (ISSEIS)

State Operated
Web-Based Service
Interface

State

Weigh Station
Central
Database

Weigh Station
(Mobile & Virtual)
Sensors

Critical National Database

Nucsafe RPM

Handheld Rad Detector (Spectroscopy)
LPR Camera

Digital Camera (DOT #)

Video Camera (Environment + Truck)
Scale (Static & WIM)

Scanner (Manifest)

Weather

Systems Diagnostics

Government Encryption/Decryption

Non-Critical National Database

Laser Axle Counter
Thermal Camera Protected Secure Infrastructure

E'E%mca' Detector Shell Service Interface (PSISSI)

Enforcement

— y 4

WeighStation Interface Emergency
Central .~ Response
Database

State Operated
Web-Based Service

State Level
State Operated B
Web-Based Service , EESAHIEACES

Interface

FBI ACADEMIA SCIENCE National
COMMUNITY Reach Back

—ORNL SENSORNET,
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Logistics
Transform- e

via AlT:

® BFID

ation e ah

and/or 1D
barcodes)

Next
Generation
Portable
Weigh-In-
Motion
(WIM)
System
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with actual
weights

® Weight [total)
® Individual axle
® Axle spacing

® Center. of
pbalance
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Logistics Transformation

Automated
Distribution
Support
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MADSS Concept
Archltecture/

- Ipridium
Inmarsat
Mobile Automated

Distribution Support -
Syseem (MADSS)
ol
e,

Wireless LAN

RHemote capability
Battery/AC/DC powered
SATCOM internet access
IBRIS tracking capable
AALPS/ICODES

AlT/CAC card reader/writer
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