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Cyber Security and Information 
Infrastructure Research

• Focus
− Using various subject domains, conduct research on information 

infrastructures with emphasis on cyber security by:
• Establishing a critical information infrastructure,
• Collecting data and fusing it into information, and 
• Protecting the critical infrastructure.

All while providing to our customers a product that they can only get from a 
National Lab, specifically ORNL.

• Examples
− IMRicS (Identification and Monitoring of Radiation in commerce Shipments)
− Weigh-in-Motion (WIM)
− ICETECH (IAVA Compliance Enabling Technology)
− Enterprise-Wide Distributed Zero-Day Attack Detection
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• To increase the safety and security of the domestic 
transportation system by developing a vehicle 
monitoring system that will identify shipments not 
compliant with the following Federal and State 
regulations:

• Transportation Safety,
• Transportation Security,
• Law Enforcement
• Agricultural, and 
• Environmental



5

OAK RIDGE NATIONAL LABORATORY
U. S. DEPARTMENT OF ENERGY



6

OAK RIDGE NATIONAL LABORATORY
U. S. DEPARTMENT OF ENERGY

Weigh Stations are “accepted” in 
commerce Inspection Infrastructure

Sensors Deployed in commerce infrastructure:
Static Scales
Weigh in Motion
Weigh Station RFID Pre-Clearance Systems such 
as NORPASS and PrePass®

Sensors DHS desires to Deploy include:
Radiation Detection
Chemical/Explosives Detection
Optical Character Recognition
Mobile/Deployable CBRNE Detection
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Current Concept of Operations

• Sensors Deployed include
Radiation, OCR, WIM, 
& Static Scale

• Alarms are set to 
Pickup cargo 
emitting radiation 
over background

• Police inspect alarms and collect shipping 
paper, sensor output & scale ticket data

• ORNL archives, secures and analyzes data
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Mobile Detection allows Constant 
Monitoring & Data Analysis for Police

• Radiation Sensors in MDOT
Vehicle

• SensorNet Enabled Connectivity
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High Risk Commodity Packaging can be 
Identified and Monitored In Transit

Radioactive
Material 

Package RFID 
Equipped and 

Monitored

Remote Sensor

Electronic Seal
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Expansion to other Modes of Transportation

• Radiation Monitors installed in Inland 
Waterway Infrastructure
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Monitoring of Barges and Personal 
Watercraft on the Tennessee River
• Radiation Detectors in  Watts Bar Dam Lock 

Doors
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Cyber Security and Information 
Infrastructure Research

•• ExamplesExamples
−− IMRIMRicicS (Identification and Monitoring of S (Identification and Monitoring of 

Radiation in commerce Shipments)Radiation in commerce Shipments)
− Weigh-in-Motion (WIM)
−− ICETECH (IAVA Compliance Enabling ICETECH (IAVA Compliance Enabling 

Technology)Technology)
−− EnterpriseEnterprise--Wide Distributed ZeroWide Distributed Zero--Day Attack Day Attack 

DetectionDetection
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5 Ton Truck Crossing WIM
Demonstration at Ft. Bragg, NC
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WIM Gen II Information 
Infrastructure Conceptual View
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WIM Process
• Retrieve Deployment

Information
• Vehicle ID
• Weight & Balance

− Dynamic/Static
− Center of Balance
− Actual Data processed

• Disseminate Actual
Vehicle Information
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WIM provides the foundation to  
automate  the monitoring of 
assets and their movement



18

OAK RIDGE NATIONAL LABORATORY
U. S. DEPARTMENT OF ENERGY

Cyber Security and Information 
Infrastructure Research

•• ExamplesExamples
−− IMRIMRicicS (Identification and Monitoring of S (Identification and Monitoring of 

Radiation in commerce Shipments)Radiation in commerce Shipments)
−− WeighWeigh--inin--Motion (WIM)Motion (WIM)
− ICETECH (IAVA Compliance Enabling 

Technology)
−− EnterpriseEnterprise--Wide Distributed ZeroWide Distributed Zero--Day Attack Day Attack 

DetectionDetection
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Cyber Security and Information 
Infrastructure Research

•• ExamplesExamples
−− IMRIMRicicS (Identification and Monitoring of S (Identification and Monitoring of 

Radiation in commerce Shipments)Radiation in commerce Shipments)
−− WeighWeigh--inin--Motion (WIM) Motion (WIM) 
−− ICETECH (IAVA Compliance Enabling ICETECH (IAVA Compliance Enabling 

Technology)Technology)
− Enterprise-Wide Distributed Zero-Day Attack 

Detection
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