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 m
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g
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ach
in

e to
 h

u
n

d
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s o
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m
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es)

Year
1990

1991
1992

1993
1994

1995
1996

1997
1998

1999*
Incidents

252
406

773
1,334

2,340
2,412

2,573
2,134

3,734
9,859

Year
2000

Q
1-Q

3,
2001

Incident
s

21,756
34,754
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W
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en

in
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u
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ts
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m
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o
d
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n
n
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S

o
m
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y b
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in

d
 m
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•
E
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ach
in

e n
eed

s h
ard

en
in
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 in
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m
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id
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o
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p
o
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g
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ally h

ave m
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etw

o
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•
C

lu
sters u

su
ally h

ave m
an
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•
C

lu
sters o
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 n
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 b
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le fro
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 th
e in

tern
et

•
C

lu
sters are p

rim
e targ

ets fo
r h

ackers:
–

P
o

w
erfu

l co
m

p
u

tin
g

 en
g

in
es

–
L

arg
e tem

p
o

rary d
ata sto

rag
e

–
F

ast n
etw

o
rk fo

r lau
n

ch
in

g
 d

en
ial o

f service attacks
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 p
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H
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h
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ecu
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o
d

el (F
A

R
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H
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•
V

ery strict clu
ster/b

o
rd

er firew
all

–
N

o
 p

acket fo
rw

ard
in

g
, all services m

u
st u

se p
ro

xies

–
S

o
m

etim
es, secu

re lo
g

in
 services su

ch
 as ssh

 n
o

t allo
w

ed
–

(b
ecau

se th
ey can

’t lo
g

 co
n

versatio
n

s)

•
A

ccess o
u

tsid
e th

e firew
all to
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ster im
p
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•
F
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T
h
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ery strict clu
ster/b

o
rd
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all

–
N
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 p
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ard
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g
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u
st u

se p
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o
m

etim
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re lo
g
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ch
 as ssh
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o

t allo
w

ed
–

(b
ecau

se th
ey can

’t lo
g
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n

versatio
n

s)

•
A

ccess o
u

tsid
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e firew
all to

 th
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p

aired

•
F
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ifficu
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T
h

e tech
n
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o
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S

C
A

R
 S

ecu
rity P

lan
s

•
M

ach
in

e b
ased

 p
acket filterin

g
 fo

r exp
o

sed
 n

o
d

es
–

(yes/n
o

 d
u

rin
g

 w
izard

, an
d

 a co
n

fig
u

ratio
n

 G
U

I)

•
T

C
P

w
rap

p
in

g
–

(yes/n
o

 d
u

rin
g

 w
izard

, an
d

 a co
n

fig
u

ratio
n

 G
U

I)

•
N

etw
o

rk services co
n

tro
l G

U
I

•
S

an
d

b
o

xes aro
u

n
d

 servers if w
an

ted
–

(ftp
, h

ttp
, D

N
S

, N
T

P
, etc.)

•
E

xam
in

atio
n

 o
f lo

g
s fo

r h
ackin

g
 attem

p
ts

•
T

rip
w

ire if w
an

ted

•
ID

S
 if w

an
ted



S
ecu

rity is an
 O

n
io

n
 (L

ayers)

•
R

o
u

ter p
acket filterin

g
 (o

u
tsid

e o
f O

S
C

A
R

’s sco
p

e)
•

S
o

u
rce ro

u
te verificatio

n
 (O

S
C

A
R

 1.?
)

•
M

ach
in

e p
acket filterin

g
 (O

S
C

A
R

 1.?
)

–
A

t extern
ally co

n
n

ected
 n

o
d

es if clu
ster h

as p
rivate su

b
n

et
–

O
n

 all clu
ster n

o
d

es if n
o

 p
rivate su

b
n

et
–

H
ard

 to
 set u

p
 u

n
less sp

ecial to
o

ls availab
le

–
E

asy to
 m

ess u
p

 an
d

 leave secu
rity h

o
les w

ith
o

u
t sp

ecial to
o

ls

•
T

C
P

w
rap

p
ers

 (O
S

C
A

R
 1.?

)
–

C
o

n
d

itio
n

ally b
lo

ck access b
y service/so

u
rce ad

d
ress

–
S

o
m

e services b
yp

ass th
is in

 so
m

e d
istrib

u
tio

n
s

•
S

erver ap
p

licatio
n

 san
d

b
o

xes (O
S

C
A

R
 1.?

)
•

A
p

p
licatio

n
 co

n
fig

u
ratio

n
 (O

S
C

A
R

 1.?
)

S
o

m
e ap

p
licatio

n
s can

 b
e set to

 co
n

d
itio

n
ally b

lo
ck access

•
U

sers can
n

o
t lo

g
 in

to
 co

m
p

u
te/b

atch
 n

o
d

es (O
S

C
A

R
 1.?

)
•

In
tru

sio
n

 D
etectio

n
 S

ervices (O
S

C
A

R
 1.?

)
–

T
rip

w
ire, o

th
ers, so

m
e sn

iff n
etw

o
rk p

ackets
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o

u
rce R

o
u

te V
erificatio

n

•
W

h
en

 tu
rn

ed
 o

n
 fo

r an
 in

terface, p
reven

ts p
ackets

fro
m

 b
ein

g
 accep

ted
 o

n
 th

at in
terface th

at are
im

p
o

ssib
le (su

ch
 as p

ackets claim
in

g
 to

 co
m

e fro
m

127.0.0.1 arrivin
g

 o
n

 a N
IC

)

•
M

artian
s are p

ackets th
at are d

ro
p

p
ed

 b
y so

u
rce ro

u
te

verificatio
n

•
P

lan
n

ed
 to

 b
e in

 O
S

C
A

R
 1.3/1.4 as p

art o
f p

filter



P
acket filterin

g

•
E

xam
in

es each
 n

etw
o

rk p
acket, lo

o
kin

g
 at:

–
S

o
u

rce ad
d

ress ab
d

 d
estin

atio
n

 ad
d

resses
–

N
etw

o
rk in

terface
–

P
ro

to
co

l typ
e (T

C
P

 U
D

P
 IC

M
P

) an
d

 d
estin

atio
n

 p
o

rt
–

O
th

er p
aram

eters d
ep

en
d

in
g

 o
n

 typ
e

•
E

ach
 p

acket is eith
er:

–
P

assed
–

D
ro

p
p

ed
 (n

asty, m
akes p

o
rt scan

n
in

g
 m

o
re d

ifficu
lt, an

d
m

akes h
arm

less w
ro

n
g

 co
n

n
ectio

n
 attem

p
ts take a lo

n
g

 tim
e

to
 tim

eo
u

t)
–

R
ejected

 (n
o

rm
al n

etw
o

rk p
ro

to
co

l fo
r p

acket th
at can

’t b
e

accep
ted

)

•
T

w
o

 typ
es o

f p
acket filters are stateless an

d
 statefu

l
•

P
lan

n
ed

 to
 b

e in
 O

S
C

A
R

 1.3/1.4 as p
art o

f p
filter



B
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ckin
g

 O
u

tsid
e A

ccess T
o

 S
ervices

•
B

est w
ay to

 tig
h

ten
 secu

rity
(m

o
st n

etw
o

rk b
reak-in

s th
ro

u
g

h
 service secu

rity h
o

les)

•
D

ifficu
lt w

ay to
 tig

h
ten

 secu
rity

(d
ifferen

t d
istrib

u
tio

n
s tu

rn
 o

n
/o

ff services d
ifferen

t w
ays)

(d
ifferen

t services co
n

d
itio

n
ally b

lo
ck access d

ifferen
t w

ays)

•
T

C
P

w
rap

p
ers can

 b
lo

ck/filter m
o

st services
/etc/h

o
sts.allo

w
 an

d
 /etc/h

o
sts.d

en
y



B
est S

ecu
rity R

etu
rn

 o
n

 In
vested

 T
im

e

•
P

acket filterin
g

–
D

o
es th

e w
o

rk o
f m

o
st o

f th
e o

th
er secu

rity layers

–
H

ard
 to

 set u
p

–
E

asy to
 m

ess u
p

–
S

o
m

e n
etw

o
rk services req

u
ire sp

ecial co
n

n
ectio

n
 trackin

g
m

o
d

u
les n

o
t all o

f w
h

ich
 are w

ritten
 yet

•
W

h
at is n

eed
ed

:
A

 g
o

o
d

 w
ay to

 g
en

erate p
acket filterin

g
 ru

lesets th
at is:

–
E

asy to
 u

se

–
S

h
ield

s th
e u

ser fro
m

 p
acket filterin

g
 d

etails

–
(a p

acket filterin
g

 co
m

p
iler)



p
filter – a P

acket F
ilter C

o
m

p
iler

•
C

o
n

fig
u

red
 b

y eith
er:

–
A

n
 easy to

 u
n

d
erstan

d
 text co

n
fig

u
ratio

n
 file, o

r …
–

a co
n

fig
u

ratio
n

 G
U

I (b
o

th
 h

id
e d

etails o
f p

acket filterin
g

)

•
D

efau
lt setu

p
:

–
In

co
m

in
g

 p
ackets/co

n
n

ectio
n

s th
at are n

o
t exp

licitly allo
w

ed
are d

ro
p

p
ed

/rejected
–

A
n

y o
u

tsid
e n

etw
o

rk service can
 b

e accessed
/u

sed
 fro

m
w

ith
in

 th
e m

ach
in

e w
ith

 n
o

 p
ro

xies
–

In
co

m
in

g
 IC

M
P

 p
ackets b

lo
cked

 excep
t fo

r:
–

D
estin

atio
n

 u
n

reach
ab

le an
d

 red
irect p

ackets fo
r erro

rs
–

O
S

C
A

R
 d

efau
lts w

ill allo
w

 p
in

g
in

g
 an

d
 tracro

u
tin

g
 w

ith
in

 clu
ster

•
C

o
n

tro
lled

 b
y ch

kco
n

fig
/service start sto

p
 restart

statu
s

•
N

o
 co

m
p

iled
 b

in
aries, sam

e R
P

M
 fo

r all p
latfo

rm
s



p
filter o

n
 a M

u
ltip

le N
IC

 M
ach

in
e

•
A

u
to

m
atically d

eterm
in

es w
h

ich
 is th

e p
ro

tected
 in

tern
al

in
terface b

y lo
o

kin
g

 fo
r R

F
C

 1918 p
rivate ad

d
resses

•
B

y d
efau

lt:
–

A
llo

w
s m

ach
in

es o
n

 th
e in

tern
al/p

ro
tected

 in
terface to

 access an
y

o
u

tsid
e n

etw
o

rk service

–
H

id
es m

ach
in

es o
n

 th
e in

tern
al in

terface fro
m

 th
e o

u
tsid

e

–
U

ses IP
 m

asq
u

erad
in

g
 fo

r all co
n

n
ectio

n
s fro

m
 th

e in
sid

e

•
A

llo
w

s in
tern

al h
o

sts to
 h

ave so
m

e services b
e accessib

le fro
m

th
e o

u
tsid

e u
sin

g
 tran

slated
 ad

d
ress/p

o
rts. T

h
ese h

o
sts can

ap
p

ear to
 resp

o
n

d
 to

 a sep
arate extern

al ad
d

ress th
an

 th
e o

n
e

th
at p

filter is ru
n

n
in

g
 o

n
. T

h
is allo

w
s h

o
sts o

n
 a p

rivate su
b

n
et

b
eh

in
d

 th
e firew

all/p
filter m

ach
in

e to
 n

o
t h

ave to
 b

e tig
h

ten
ed

d
o

w
n

, secu
rity-w

ise, w
h

ile still allo
w

in
g

 access to
 th

em
 fro

m
th

e o
u

tsid
e.



M
ain

 P
arts o

f a p
filter C

o
n

fig
u

ratio
n

 F
ile

T
h

is o
p

en
s/clo

ses services o
n

 th
e p

filter m
ach

in
e:

O
P

E
N

/C
L

O
S

E
 [p

ro
to

co
l(s)] service(s) p

o
rt(s)  \

    [fro
m

 so
u

rce(s)] [to
 d

estin
atio

n
(s)] [o

n
 in

terface(s)]

T
h

is allo
w

s h
id

d
en

 h
o

sts o
n

 a p
rivate su

b
n

et to
 ap

p
ear

to
 b

e o
u

tsid
e th

e firew
all m

ach
in

e w
ith

 selected
services o

n
 th

e h
o

sts b
ein

g
 accessib

le fro
m

 o
u

tsid
e:

A
L

IA
S

  extern
al_ad

d
ress h

id
d

en
_ad

d
ress [p

ro
to

co
l(s)] \

service(s) p
o

rt(s) [fro
m

 so
u

rce(s)] [o
n

 in
terface(s)]

T
h

is is h
o

w
 to

 set n
etw

o
rk in

terface attrib
u

tes:

filtered
|u

n
filtered

|p
ro

tected
|u

n
p

ro
tected

 in
terface(s)



p
filter R

u
leset G

en
eratio

n

•
R

u
leset g

en
eratio

n
 is d

o
n

e w
h

en
 started

/restarted

•
G

en
erates “g

lu
e” ru

les th
at (if ap

p
ro

p
riate):

–
T

u
rn

 o
n

 IP
 m

asq
u

erad
in

g
 an

d
 p

acket fo
rw

ard
in

g

–
G

en
erate p

seu
d

o
 in

terfaces fo
r aliased

 h
o

sts

–
A

d
d

 ro
u

tin
g

 tab
le en

tries fo
r aliased

 h
o

sts

–
L

o
g

s b
ad

 p
ackets vario

u
s w

ays

–
U

ses m
o

d
p

ro
b

e co
m

m
an

d
s to

 p
u

ll in
 kern

el m
o

d
u

les

–
T

u
rn

 o
n

 so
u

rce ro
u

te verificatio
n

 an
d

 m
artian

 lo
g

g
in

g

–
T

u
rn

 o
ff B

O
O

T
P

 p
acket fo

rw
ard

in
g

–
A

llo
w

 p
ackets th

at are p
art o

f a tracked
 co

n
n

ectio
n

 th
ro

u
g

h

•
A

llo
w

s/b
lo

cks sp
ecified

 co
n

n
ectio

n
s
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fficien
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A
 3 lin

e co
n

fig
u

ratio
n

 file req
u

ired
 to

:
–

A
llo

w
 ssh

 lo
g

in
s to

 a m
ach

in
e

–
A

llo
w

 ssh
 lo

g
in

s to
 o

n
e o

f it’s in
tern

al h
id

d
en

 h
o

sts

–
A

llo
w

 term
in

al services lo
g

in
s to

 an
o

th
er h

id
d

en
 h

o
st

p
ro

d
u

ces a g
o

o
d

 level secu
rity 192 lin

e ru
leset file



p
filter, A

 W
o

rk in
 P

ro
g

ress

•
V

ersio
n

 1 is in
 u

se:
–

o
n

 larg
est N

C
S

A
 clu

ster

–
in

 vario
u

s N
C

S
A

 X
-in

-a-b
o

x p
ro

d
u

cts

•
O

p
en

 so
u

rced
 (G

N
U

 licen
se)

•
R
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